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ABOUT THIS REPORT

The Cyber  Risk  Intelligence  Report  is  an  annual  student-published research  publication  analyzing 
cybersecurity risk across industries using verified data from the most authoritative sources available. This 
is the First Annual Edition, published in 2026.

The report is structured in three parts: Part 1 presents the Industry Risk Index — a proprietary scoring 
model covering 17 industries, built from IBM and Verizon data. Part 2 delivers an in-depth case study of 
the 2017 Equifax breach, analyzed through a business governance lens. Part 3 identifies two emerging 
threats — AI-weaponized attacks and supply chain compromise — supported by the most  current 
published  research  available,  including  the  IBM  X-Force  Threat  Intelligence  Index  2026  released 
February 25, 2026.

Primary Data 
Sources

Publication Details

IBM Cost of a Data 
Breach 2025

July 30, 2025 — 20th annual edition — covers 600 organizations, March 
2024–February 2025

Verizon DBIR 2025
April 2025 — 22,052 incidents, 12,195 confirmed breaches across 139 
countries
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IBM X-Force Threat 
Intelligence 2026

February 25, 2026 — 130+ countries — most current threat intelligence 
available at time of writing

Black Kite Third-
Party Breach 
Report 2026

March 2026 — 200,000+ monitored organizations — 136 major breach 
events tracked

U.S. House 
Oversight 
Committee Report

December 2018 — 96-page investigation of the Equifax breach — 122,000+ 
pages of documents reviewed

UPDATE SCHEDULE:  This report is updated annually. The Industry Risk Index (Part 1) is 
refreshed each August following publication of the IBM Cost of a Data Breach Report (July) and 
Verizon DBIR (April). Case studies are added in each edition. The accompanying Excel workbook 
(Cyber_Risk_Index_2025_v3.xlsx) contains the full scoring model and updates automatically when 
input data is refreshed.

PART 1 OF 3

INDUSTRY RISK INDEX
Which industries face the greatest cyber risk — and why

INDUSTRY RISK INDEX

The Industry Risk Index is a proprietary scoring model that assigns a quantitative risk score to 17 
industries based on three weighted components: average breach cost (40%), attack frequency (30%), 
and recovery burden (30%). All inputs are sourced from the IBM Cost of a Data Breach Report 2025 and 
the Verizon Data Breach Investigations Report 2025 — the most current editions of both publications 
available at time of publication.

Scores are normalized 0–100 against the maximum value in each category. A score of 100 represents the 
highest-risk  industry  on  that  dimension;  lower  scores  are  relative  to  the  dataset.  The  full  scoring 
methodology,  formula,  and weight  rationale are documented in  the accompanying Excel  workbook 
(Cyber_Risk_Index_2025_v3.xlsx).

Scoring Formula

Risk Score  =  (0.40 × Breach Cost Score)  +  (0.30 × Frequency Score)  +  (0.30 × 
Recovery Burden Score)

2025 Risk Score Rankings — All 17 Industries
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R
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Industry Est. Score Risk Band Key Drivers

1 Healthcare 90+
Critical Risk Highest breach cost ($7.42M), longest 

lifecycle (279 days), Critical espionage 
risk

2 Government 82+
Critical Risk Highest breach lifecycle (311 days), 

nation-state targeting, FISMA exposure

3 Financial 75+
High Risk 2nd highest cost ($5.56M), credential 

abuse dominant, dense regulatory 
framework

4 Industrial 72+
High Risk Espionage +163% YoY (Verizon 2025), 

OT/IT convergence risk, 258-day lifecycle

5 Energy 70+
High Risk Critical infrastructure designation, CISA 

KEV targeting, 298-day lifecycle

6 Technology 68+
High Risk Supply chain + shadow AI exposure, 3rd-

party involvement 44%, 224-day lifecycle

7 Pharmaceuticals 60+
Moderate Risk IP theft primary motive, FDA 

cybersecurity guidance exposure, 269-
day lifecycle

8 Education 58+
Moderate Risk Persistent threats in Verizon 2025, 

student data sensitivity, limited budgets

9 Retail 55+
Moderate Risk Attack frequency rising (+15% incidents), 

PCI-DSS v4.0 exposure

1
0

Transportation 50+
Moderate Risk DOT/TSA cybersecurity directives, supply 

chain vector growing

1
1

Services 48+
Moderate Risk 478 ITRC compromises in 2025, 

professional services breach recovery

1
2

Communications 45+
Moderate Risk FCC cybersecurity rules, infrastructure 

targeting

1
3

Research 44+
Moderate Risk IP and grant data sensitivity, espionage 

elevated

1
4

Consumer 40+
Lower Risk Credential stuffing common, FTC data 

protection framework

1
5

Hospitality 35+
Lower Risk Payment data targeted, PCI-DSS 

obligations

1
6

Media 30+
Lower Risk Limited sensitive data, moderate 

regulatory burden

1
7

Entertainment 22+
Minimal Risk Lowest regulatory burden, fastest 

recovery (208 days avg)
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NOTE:  Exact scores are calculated dynamically in the accompanying Excel workbook 
(Cyber_Risk_Index_2025_v3.xlsx). The estimated ranges above reflect relative positioning based 
on 2025 IBM and Verizon data. Open the workbook to see precise computed scores and full data 
inputs.

2025 Headline Data Points

$7.42M
Healthcare avg breach 

cost
IBM 2025 — #1 for 14th 

year

241 
days

Global breach lifecycle
IBM 2025 — 9-year low

44%
Ransomware in all 

breaches
Verizon DBIR 2025

30%
3rd-party breach 

involvement
Verizon DBIR 2025 — 

doubled

$4.44M
Global avg breach 

cost
IBM 2025 — down 9%

$10.22
M

U.S. avg breach cost
IBM 2025 — all-time high

63%
Orgs lack AI 
governance

IBM 2025 — new metric

+$670K
Shadow AI breach 

premium
IBM 2025

Key Findings from the Index

Healthcare has held the top position in IBM's annual breach cost rankings for 14 consecutive years. Its 
2025 cost of $7.42 million — while down 24% from $9.77 million in 2024 — remains nearly double the 
global average of $4.44 million. The combination of deeply sensitive data, legacy clinical systems, and 
slow mean time to identify and contain (279 days, the highest of all industries) makes healthcare the 
highest-risk industry in this model by a significant margin.

The most significant trend in the 2025 data is the rise of espionage-driven attacks in Industrial and 
Manufacturing sectors. Verizon DBIR 2025 documented a 163% year-over-year increase in espionage-
motivated breaches in manufacturing — from 3% to 20% of all breaches in that sector. This reflects the 
growing strategic value of industrial IP and operational technology (OT) systems to nation-state actors.

The U.S. average breach cost of $10.22 million — an all-time high and more than double the global 
average — reflects the unique regulatory, legal, and litigation exposure of U.S.-based organizations. Any 
company operating primarily in the U.S. should use U.S. benchmarks, not the global average, as their 
reference point for financial risk modeling.

METHODOLOGY NOTE:  This index will be updated annually each August following the release 
of the IBM Cost of a Data Breach Report (published July) and the Verizon DBIR (published April). 
The Excel workbook is structured so that updating the blue input cells in the Assumptions sheet 
automatically recalculates all scores, bands, and rankings.
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PART 2 OF 3

BREACH CASE STUDIES
How real companies failed — and what business leaders should learn

CASE STUDY #1 — EQUIFAX DATA BREACH (2017)

Records 
Exposed

147.9 million Americans — 
57% of all U.S. adults

Breach 
Duration

76–78 days undetected (May 
13 – July 29, 2017)

Root Cause

Unpatched Apache Struts 
CVE-2017-5638 — patch 
available 66 days before 
breach

Total Cost
>$1.38 billion in settlements 
+ mandatory security 
investment

Settlement

$700M (FTC/CFPB/50 state 
AGs) — largest data breach 
settlement in U.S. history at 
time

Attribution
PLA Unit 54398 — China's 
People's Liberation Army (DOJ 
indictment Feb 2020)

VERDICT:  The House Oversight Committee concluded this breach was "entirely preventable." 
Every failure documented below was avoidable with standard security practices.

Executive Summary

The 2017 Equifax data breach is the defining case study in corporate cybersecurity failure. Attackers 
exploited a known, patchable vulnerability in Equifax's online dispute portal and went undetected for 76–
78 days, extracting the personally identifiable information of 147.9 million Americans — roughly 57% of all 
U.S. adults — including Social Security numbers, birth dates, addresses, and driver's license numbers.

What makes Equifax unique and uniquely instructive is not the sophistication of the attack. It was not 
sophisticated. Attackers exploited a publicly disclosed, patchable vulnerability using a method that had 
been known for months. What makes Equifax instructive is the chain of preventable organizational 
failures that allowed a routine security event to become a catastrophe of national scale.

This  case  study  analyzes  Equifax  through  a  business  risk  lens:  what  decisions  failed,  who  was 
accountable, what the financial and reputational consequences were, and what any board, CTO, or CFO 
should have done differently. It draws on the U.S. House Oversight Committee's 96-page investigation, 
the Senate Permanent Subcommittee report, the GAO investigation (GAO-18-559), and public financial 
filings.

Company Background & Why It Matters
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Equifax, founded in 1899 and headquartered in Atlanta, Georgia, is one of three major consumer credit  
reporting agencies in the United States alongside Experian and TransUnion. At the time of the breach, 
Equifax collected and maintained financial and personal data on over 800 million individuals and 88 
million businesses worldwide.

The  business  model  of  a  credit  reporting  agency  creates  an  unusual  and  important  risk  context: 
consumers cannot opt out of data collection. Equifax holds your data whether you consent to it or not, 
because lenders supply it. This is not a retailer where you can choose not to shop. Equifax's data is 
involuntary, permanent, and deeply sensitive — which is precisely why the decision to treat cybersecurity 
as an operational afterthought rather than a core governance priority was not just a business failure. It  
was an ethical one.

From 2005 onward, CEO Richard Smith pursued an aggressive growth-by-acquisition strategy, acquiring 
multiple companies and their IT systems. By the time of the breach, Equifax was managing a highly 
complex, fragmented technology infrastructure across thousands of servers with inconsistent patch and 
security management practices. This IT complexity — a direct product of the growth strategy — was 
identified by the U.S. House Oversight Committee as a root contributing factor to the breach.

Incident Overview & Timeline

The breach began not with a sophisticated nation-state attack but with a known vulnerability that had a 
publicly available patch. Understanding the sequence of events reveals a cascade of preventable failures, 
each one compounding the last.

Detailed Timeline

Date Event Significance

Mar 7, 2017 Patch Released
Apache releases CVE-2017-5638 patch. CVSS score 10.0 — 
maximum severity. Fix publicly available same day as disclosure.

Mar 8, 2017
DHS/US-CERT 
Alerts Equifax

U.S. Dept of Homeland Security contacts Equifax directly with 
specific warning about the vulnerability.

Mar 9, 2017
Internal Patch 
Order Issued

Equifax GTVM team sends internal email ordering patch within 48 
hours. Email not forwarded to ACIS system owner.

Mar 10, 
2017

Attackers First 
Enter

Initial exploitation of unpatched ACIS portal — 66 days after patch 
was publicly available.

Mar 15, 
2017

Scans Fail to 
Detect Breach

Equifax runs vulnerability scans. Expired SSL certificate blinds 
monitoring tools — ACIS portal not flagged.

May 13, 
2017

Systematic 
Exfiltration 
Begins

PLA Unit 54398 begins pulling records from 51 databases in 
carefully sized batches. Data encrypted to evade detection.

Jul 29, 
2017

Breach 
Discovered

SSL certificate renewed during routine maintenance. Monitoring 
tools immediately flag suspicious traffic. Breach found by 
accident.
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Date Event Significance

Aug 1–2, 
2017

Executive 
Stock Sales

CFO and two executives sell $1.8M in stock. Equifax states they 
were unaware of breach. One exec later convicted of insider 
trading.

Aug 22–25, 
2017

Board Finally 
Briefed

CEO waited 22 days after learning of breach to notify the board. 
No trading blackout imposed during this period.

Sep 7, 2017
Public 
Disclosure

40 days after discovery. Dedicated breach website immediately 
crashes. Call centers overwhelmed. Domain 
(equifaxsecurity2017.com) resembles phishing site.

Sep 26, 
2017

CEO Resigns
Richard Smith departs. CIO and CSO took 'early retirement' Sep 
15. Smith retains ~$90M in benefits.

Jul 22, 
2019

FTC Settlement
$700M settlement — largest data breach settlement in U.S. 
history at time. Equifax required to invest $1B in security 
improvements.

Feb 10, 
2020

DOJ Indictment
Four PLA officers charged. Data never appeared on dark web — 
confirms nation-state intelligence operation, not financial crime.

Business Decision Failures

The technical failures at Equifax were symptoms of deeper governance and business decision failures. 
This section focuses on the decisions made by leaders — not just IT administrators — that created the 
conditions for this breach.

Failure Scorecard

Failure Category Severity What Went Wrong

Patch Management

CRITICAL Apache Struts patch ignored for 66+ days. Patch alert not 
forwarded to system owner due to organizational dysfunction. 
Company policy required patching within 48 hours — never 
verified.

Org Structure
CRITICAL CSO reported to Chief Legal Officer, not CIO. Security and IT 

were siloed with an 'accountability gap' — House Oversight 
Committee's exact language. No clear system ownership.

Certificate 
Management

HIGH SSL certificate for network monitoring tool expired and not 
renewed for 19 months. Equifax allowed 300+ certificates to 
expire. Attackers used encrypted traffic to exfiltrate data 
undetected for 76 days.

Network 
Segmentation

HIGH Insufficient segmentation allowed lateral movement from ACIS 
portal to 51 database tables. Plaintext credentials stored in 
accessible files gave attackers access to additional systems.

Growth Strategy vs HIGH Aggressive M&A from 2005 created ~35 legacy IT 
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Failure Category Severity What Went Wrong

Security
environments. Company declined to fund requests for a 
comprehensive IT asset inventory. Could not secure assets it 
could not enumerate.

Disclosure 
Governance

HIGH 40-day gap between discovery (Jul 29) and public disclosure 
(Sep 7). CEO waited 22 days to notify board. Executive stock 
sales occurred during this window. No trading blackout 
imposed.

Post-Breach 
Response

MEDIUM Dedicated breach website built on look-alike domain. Site and 
call centers immediately overwhelmed. Response infrastructure 
assembled after announcement, not before.

Financial Impact

Cost Category Amount Notes

FTC / CFPB / 50-State AG 
Settlement

$700 million
Largest data breach settlement in U.S. history at 
time — $425M consumer fund + $175M states + 
$100M CFPB civil penalty

Mandatory Security 
Improvements

$1 billion
Court-ordered: 5-year security overhaul program 
(2018–2023)

Legal Fees & Investigation 
Costs

~$300 million
Mandiant forensic investigation, King & Spalding 
LLP legal fees, congressional response 
preparation

Stock Market Loss (peak-to-
trough)

~$5 billion
Market cap fell ~35% in week following Sep 7, 
2017 disclosure — shares fell from ~$143 to ~$97

UK ICO Fine £500,000
Maximum under 1998 Data Protection Act (pre-
GDPR). Under GDPR would have been up to 
£102M.

Cybersecurity Insurance 
Recovery

($125 million)
Equifax collected full policy payout — partially 
offset gross costs

TOTAL ESTIMATED COST >$1.38 billion
Cash costs only. Including market cap destruction: 
>$6 billion in shareholder value destroyed

Strategic Analysis: What Should Have Been Done

The following recommendations represent what a business risk consultant would have advised Equifax's 
board before and after the breach. The goal is not to assign additional blame, but to identify the strategic 
decisions that would have prevented or mitigated the outcome.
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Pre-Breach Board Recommendations

• Implement closed-loop patch verification: any critical-severity patch directive should require 
mandatory confirmation from the responsible administrator within 48 hours, with automatic 
escalation if confirmation is not received.

• Automate certificate lifecycle management: SSL/TLS certificate expiry should trigger automated 
alerts at 90, 30, and 7 days. A lapsed monitoring certificate is a management oversight failure, 
not a technical edge case.

• Complete an IT asset inventory before further acquisitions: you cannot secure what you cannot 
see. Equifax's inability to enumerate its own systems was a prerequisite for almost every 
subsequent failure.

• Establish a board-level cybersecurity committee with quarterly reporting on patch compliance 
rates, open critical vulnerabilities, and security tool health. Security risk belongs in the 
boardroom.

• Restructure the CISO/CIO reporting line: the CSO reporting to the CLO created a structural 
accountability gap that persisted for a decade. Security must have direct authority over the 
systems it is responsible for protecting.

Post-Discovery Recommendations

• Notify the board within 24–48 hours of breach discovery — not 22 days. Material information 
affecting share price requires immediate board notification.

• Impose a trading blackout immediately upon discovery of any potential material event. This is 
standard governance practice. Its absence at Equifax was inexplicable.

• Accelerate consumer notification in parallel with scope investigation. Six weeks of silence cost 
affected consumers the opportunity to protect themselves.

• Build and test the breach response infrastructure — website, call centers, notification templates 
— before you need it. The botched response compounded reputational damage that was 
partially avoidable.

The Broader Business Lesson

The Equifax  breach demonstrates  a  principle  that  is  central  to  the  intersection  of  technology and 
management: technology risk is business risk. The decisions that created the conditions for this breach 
were not made by IT administrators. They were made by a CEO who treated security as overhead, by a 
board that did not demand visibility into the company's security posture, and by an executive team that 
responded to a crisis with legal caution rather than stakeholder transparency.

FINAL VERDICT:  The $1.38 billion total cost dwarfs what a serious, board-level investment in 
cybersecurity governance would have cost. Patch management verification, automated certificate 
monitoring, network segmentation, and a breach response protocol would have collectively cost a 
fraction of one percent of what the failure ultimately required. This is the core argument for treating 
cybersecurity not as an IT cost center but as a governance imperative with direct P&L 
consequences.
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Sources: U.S. House Oversight Committee, 'The Equifax Data Breach' (December 2018); U.S. Senate Permanent 
Subcommittee on Investigations (2019); GAO Report GAO-18-559 (2018); FTC Press Release (July 2019); DOJ Indictment 
(February 2020); CSO Online Equifax FAQ (April 2025); BreachSense Equifax Analysis (January 2026).

PART 3 OF 3

EMERGING THREATS
The two threats every business leader must understand in 2026

EMERGING THREATS

The breach case studies in Part 2 document what happened when organizations failed to address known, 
manageable risks. Part 3 looks forward: at two threats that are not yet fully understood by most business 
leaders, are accelerating rapidly, and are already reshaping the cost and nature of cyber incidents across 
every industry. Both are documented with verified data from the IBM X-Force Threat Intelligence Index 
2026 (released February 25, 2026), IBM Cost of a Data Breach 2025, Verizon DBIR 2025, and Black 
Kite's Third-Party Breach Report 2026.

40%
of attacks started with 

vulnerability 
exploitation

IBM X-Force 2026 — 
overtook phishing for first  

time

30%
of all breaches 

involved a third-party 
vendor

Verizon DBIR 2025 — 
doubled YoY

1 in 6
breaches involved AI-

driven attack tools
IBM Cost of Data Breach 

2025

4X
increase in supply 

chain compromises 
since 2020

IBM X-Force 2026

THREAT 1  AI-WEAPONIZED ATTACKS  —  Speed Kills

AI has not reinvented cyberattacks. It has made them faster, cheaper, and more scalable. Phishing 
campaigns  that  once  required  manual  writing  now  generate  thousands  of  grammatically  perfect, 
contextually tailored emails per hour. Vulnerability scans that once required skilled operators now run 
autonomously. As IBM's Global Managing Partner for Cybersecurity Services stated in the X-Force 2026 
report: "Attackers aren't reinventing playbooks, they're speeding them up with AI. The difference now is 
speed."

Key Data — AI-Weaponized Attacks

Metric Figure Source

Vulnerability exploitation as 
#1 attack vector

40% of 
incidents

IBM X-Force 2026 — overtook phishing as leading 
initial access method for first time

Increase in attacks on 
public-facing applications

+44%
IBM X-Force 2026 — AI-enabled discovery driving 
faster exploitation
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Metric Figure Source

AI tools involved in 
breaches

1 in 6 
breaches

IBM Cost of a Data Breach 2025 — first year 
tracking AI involvement as standalone metric

AI technique breakdown 
(where used)

37% 
phishing, 
35% 
deepfake

IBM 2025 — of the 16% of breaches involving AI 
tools

Rise in AI-generated 
phishing content

+46% Microsoft Cyber Signals 2025

AI-generated messages 
bypassing email filters

+25% SlashNext 2025

Active ransomware groups 
year-over-year

+49%
IBM X-Force 2026 — lower barriers to entry, AI-
automated operations

ChatGPT credentials on 
dark web (2025)

300,000+
IBM X-Force 2026 — infostealers now targeting AI 
platform accounts

Organizations lacking AI 
governance policies

63% IBM Cost of a Data Breach 2025

Shadow AI breach cost 
premium

+$670,000
IBM 2025 — added to avg breach cost for high 
shadow AI exposure orgs

Average cost of AI-powered 
breach

$5.72 million
DeepStrike analysis of 2025 breach data — 13% 
premium over non-AI average

Three Ways AI Is Being Used Against Businesses

1.  AI-Accelerated Vulnerability Discovery

AI tools allow attackers to scan millions of internet-facing applications, identify missing authentication 
controls,  and  cross-reference  known  vulnerability  databases  automatically  —  without  human 
involvement. The result is that the window between a vulnerability being disclosed and widespread 
exploitation has compressed from weeks to days or hours. Vulnerability exploitation became the number-
one initial access vector in 2025 for the first time, accounting for 40% of all X-Force incidents.

EQUIFAX CONNECTION:  The 2017 Equifax breach happened because attackers found an 
unpatched system within days of vulnerability disclosure. In 2026, with AI-accelerated scanning, 
that same attack would happen in hours. The Equifax story is not history — it is a preview of what 
happens at AI speed.

2.  AI-Enhanced Social Engineering

Large language models generate grammatically perfect, contextually tailored phishing emails at scale in 
any language. Business email compromise fraud — where attackers impersonate executives to authorize 
wire transfers — has become dramatically more convincing with AI voice cloning and deepfake video. 
IBM 2025 data shows deepfake techniques were involved in 35% of AI-driven breaches. The FBI's 2024 
Internet Crime Report recorded $16.6 billion in cyber-enabled crime losses — a 33% increase from 2023.
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3.  Shadow AI: The Governance Gap Inside the Organization

As employees adopt  AI  tools — ChatGPT, Copilot,  Gemini  — they paste sensitive business data, 
customer  records,  and  internal  communications  into  these  platforms.  IBM  2025  found  63%  of 
organizations lack AI governance policies and that high shadow AI exposure adds $670,000 to average 
breach costs. IBM X-Force 2026 documented over 300,000 ChatGPT credential sets on the dark web in 
2025, harvested by infostealers that expanded to target AI platform accounts.

FORWARD-LOOKING SIGNAL:  AI governance — policies governing what data employees can 
enter into AI tools, how AI outputs are used, and how AI systems are secured — will become a 
mandatory compliance requirement within the next two to three years. Organizations that build 
governance frameworks now avoid both the breach premium and the regulatory exposure.

Industry Exposure — AI-Weaponized Attacks

Industry Exposure Why

Healthcare
Critical Legacy clinical systems slow to patch + social engineering of 

clinical staff. Ascension Health breach (2024) disrupted care for 
5.6M patients. 279-day avg lifecycle.

Financial
Very High AI voice cloning for wire transfer BEC fraud documented. 

Credential abuse dominant vector. AI fraud detection arms race — 
attackers build AI to defeat AI-based transaction monitoring.

Industrial
Critical Espionage +163% YoY (Verizon 2025). Nation-state actors using 

AI for OT/IT vulnerability discovery. Average 258 days to identify 
and contain.

Technology
Very High Maximum shadow AI exposure. Software pipelines targeted via 

AI-generated malicious code. 300K+ ChatGPT credentials stolen 
in 2025.

Government
Very High China and Iran documented using AI for vulnerability discovery 

(Google Threat Intelligence 2025). 311-day avg lifecycle — 
slowest recovery of all sectors.

Retail
High Large customer-facing attack surface. AI-speed credential stuffing 

against loyalty programs and payment systems.

THREAT 2  SUPPLY CHAIN & THIRD-PARTY COMPROMISE  —  Your Weakest 
Link Is Someone Else's System

Modern businesses are  nodes in  dense networks  of  vendors,  suppliers,  SaaS platforms,  software 
dependencies, and cloud providers. Supply chain attacks exploit this reality: rather than attacking a 
hardened primary target directly, attackers compromise a trusted vendor and use that trusted relationship 
to access hundreds of downstream organizations simultaneously. A single upstream compromise can 
propagate to thousands of victims.
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Verizon DBIR 2025 found third-party involvement in 30% of all breaches — double the prior year. IBM X-
Force 2026 identified a nearly fourfold increase in large supply chain compromises since 2020. Black 
Kite's 2026 Third-Party Breach Report found 136 major third-party breaches in 2025 affecting 719 named 
victim companies — with an estimated 26,000 additional unnamed downstream victims who were never 
publicly disclosed.

Key Data — Supply Chain Attacks

Metric Figure Source

Third-party involvement in all 
breaches

30% Verizon DBIR 2025 — doubled from prior year

Increase in supply chain 
compromises since 2020

~4X
IBM X-Force 2026 — CI/CD pipeline and SaaS 
integration targeting

Major third-party breach 
events in 2025

136 Black Kite 2026 — record high

Named victim companies from 
those events

719
Black Kite 2026 — disclosed victims only; actual 
number far higher

Unnamed downstream victims 
(estimated)

~26,000
Black Kite 2026 — vendors disclosed impact in 
aggregate only

Average downstream victims 
per breach event

5.28 Black Kite 2026 — highest on record

Average cost of supply chain 
breach

$4.91 million
IBM Cost of a Data Breach 2025 — 2nd costliest 
attack vector

Supply chain breach premium 
vs. internal breach

~+40%
Gartner 2025 — multi-entity complexity drives 
higher remediation cost

Supply chain attacks per 
month (mid-2025)

~26/month
Cyble 2025 — double the long-term average; spike 
began April 2025

Orgs with ≥1 critical third-party 
vulnerability

Over 50%
Black Kite 2026 — among 200,000+ monitored 
organizations

Notable 2025 Supply Chain Incidents

Incident Vector Impact Business Lesson

Drift/Salesforce 
OAuth (Aug 
2025)

SaaS OAuth 
token theft

700+ orgs

Third-party SaaS integrations with API access to 
core business systems are a largely 
unmonitored attack surface. One token theft 
cascaded to 700+ victims.

Chain IQ 
Procurement 
Platform (Jun 

Ransomwar
e

UBS, Pictet + 
17 others; 
130K+ 

Procurement vendors hold sensitive org 
intelligence. UBS CEO's direct phone number 
was in the leaked data — supply chain breaches 
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Incident Vector Impact Business Lesson

2025) records expose more than IT systems.

Harrods 
Supplier Portal 
(May 2025)

Outdated 
access 
controls

Supplier 
records, 
internal 
comms

Even tier-1 retailers with sophisticated security 
are exposed through supplier portal weaknesses 
outside their direct control.

Jaguar Land 
Rover (2025)

Production 
system 
vendor

4-country 
manufacturin
g halt; £1.7B 
impact

OT/IT vendor compromise stopped physical 
production across countries. Cyber risk 
becomes operational risk becomes financial risk 
within hours.

Industry Exposure — Supply Chain Attacks

Industry Exposure Why

Industrial/
Manufacturing

Critical Most targeted industry IBM X-Force 2026. Espionage via supply 
chain +163% Verizon 2025. Physical production stops when OT 
vendor access is compromised.

Technology
Very High Software build pipelines are the highest-value supply chain target. 

AI coding tools introducing unvetted code into production. 
Malicious open-source packages +1,300% since 2020.

Healthcare
Critical Medical device and clinical SaaS vendors are prime targets. 

Ascension Health 2025 breach originated through a former 
business partner — a supply chain entry point.

Financial
Very High Dense fintech ecosystem: payment processors, data providers, 

compliance platforms. One compromised fintech can expose 
multiple banking institutions simultaneously.

Energy
Very High CISA advisories document consistent nation-state targeting of 

energy sector supply chains. Specialized OT vendors with 
privileged access are high-value targets.

Government
High Federal contractors targeted to reach primary government 

systems. Nation-state actors specifically map contractor 
ecosystems as entry points.

Strategic Recommendations

Both threats analyzed in this report share a common thread: they operate outside the boundary that 
traditional security tools control. The following recommendations address both.

Recommendation
Thre
at

What It Means in Practice
Prior
ity

Shorten patch AI AI-accelerated scanning means 14-day patch windows Critic
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Recommendation
Thre
at

What It Means in Practice
Prior
ity

windows to 24–72 
hours

are obsolete. Automate deployment for critical CVEs with 
mandatory escalation if unconfirmed.

al

Build an AI 
governance policy

AI Define what data employees may enter into commercial 
AI tools. Block AI platforms from accessing systems 
containing PII. 63% of orgs lack this policy today.

High

Implement 
continuous vendor 
monitoring

SC Static annual questionnaires do not reflect current vendor 
posture. Continuously monitor top-tier vendors with 
automated attack surface tools.

Critic
al

Inventory all third-
party API access

SC Every OAuth token and API key is a potential entry point. 
Revoke access for integrations no longer actively used. 
Build this inventory now.

Critic
al

Require SBOMs from 
software vendors

SC Software Bills of Materials document every component in 
a product. Make SBOM provision a procurement 
requirement for any vendor handling sensitive data.

High

Train employees for 
AI-enhanced phishing

AI Perfect grammar is no longer a sign of legitimacy. Teach 
verification behaviors: call back on known numbers 
before authorizing wire transfers.

High

Implement zero trust 
for vendor access

SC Vendors should access only the specific systems and 
data their service requires. All vendor access should be 
time-bound, least-privilege, and logged.

High

Audit shadow AI 
exposure

AI Inventory every AI tool in use, sanctioned or not. Assume 
some percentage of your organization's credentials are in 
the 300K+ ChatGPT credential dataset from 2025.

Mediu
m

Closing Analysis

Both threats analyzed in this report operate outside the boundary an organization directly controls. AI-
weaponized attacks compress the time organizations have to respond. Supply chain attacks move the 
entry point outside the perimeter entirely. The organizations that will be studied in the next decade's case 
studies are making governance decisions right now.

FINAL OBSERVATION:  AI adoption without governance, vendor relationships without continuous 
monitoring, and software dependencies without transparency are today's equivalent of Equifax's 
honor-system patching in 2017. The data from IBM, Verizon, and Black Kite points in the same 
direction: the threat environment is accelerating. Organizations that treat security as a board-level 
strategic priority — not an IT cost center — are the ones that will not become the next major case 
study.
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